
Macros from the internet are blocked by default in MS Office 

VBA macros are a common way for malicious actors to gain access to deploy malware and ransomware. 

Therefore, to help improve security in Office, the default behaviour of Office applications is to block macros in 

files from the internet. 

 

 

 

Steps to take to allow VBA macros to run in files that you trust 

How you allow VBA macros to run in files that you trust depends on where those files are located or the type 

of file. 

Scenario Possible approach to take 

Individual files Select the Unblock checkbox on the General tab of the Properties 
dialog for the file 

 

Remove Mark of the Web from a file 

To unblock macros in a file, like one from the internet or an email attachment, remove the Mark of the Web on 

your local device. To remove, right-click on the file, choose Properties, and then select the Unblock checkbox on 

the General tab.  

 


